Five Risks with Traditional Backup
Solutions for Dental Software

We all know that backups are important for any
dental practice that uses dental software. We've
all heard the saying about computers: “It’s not if
it will fail, but when it will fail.” Given the
surety that the computers in your dental office
will fail, you are probably backing up your data
regularly. Backups are critical to any business
continuity plan, just as important to a dental
pmcz‘ice as to any other company. Howewver, you
may not realize that there are risks with tradi-
tional backup solutions implemented to backup
most dental software data.

Traditional backup solutions include some type of
removable computer media, like a tape drive or write-
able CD/DVD; some might even use older floppy
discs. At the end of a business day an office staff
member typically creates a backup of the practice’s
data using one of a number of different applications.
Theoretically this backup can be used to restore all
your data “just in case” the inevitable happens. Your
team member may take the backup home, so it’s “off-
site”.

No doubt, backing up is important. It is also im-
portant to recognize risks inherent in this traditional
process that may cause you to believe you have a useful
backup when in reality you probably don’t.

Here are the five risks inherent in traditional back-
up processes for dental software:

1. Ooops! I'm backing up the wrong
data files

It happens all the time. When you make a backup,
your software doesn’t know anything about what you
want backed up, it only knows what you told it to
backup (one of those, “do what I want, not what I say”
paradoxes). Many times the person setting up the
backup will identify backup files that are not the active

data files the office is using. This can happen in a
number of ways. Perhaps the most common way is
that when a new backup script is being created, the
data that is being backed up is actually an old copy of
the same data files that were copied to a different
place on the computer. The person making the backup
script sees the right file names and assumes they are
the actual data files that the software is using on a
daily basis, when in fact they are just a copy that was
made. There used to be lots of good reasons for copies
of a database to be made. Things like making a quick
backup when someone is working on that computer
(just in case or a new version of the software was in-
stalled), or possibly the installation of an update au-
tomatically made a backup or moved the data to a new
place but left the old data files in place. Interesting as
it sounds, backup scripts that backup old backup data
are not that uncommon.

No malice is required. Everyone intended to do it
right; just an honest mistake. Still the result is that all
your data is gone, all your submitted insurance is not
traceable, all of your patient history is unavailable, and
you don’t have any complete record of your patient
database. Disastrous!

Backing up the wrong files is a risk inherent in the
traditional backup process for many dental software
systems.

2. 1didn’t know that backup tapes can
“rust”

Did you know that backup tapes rust? The stuff on
the tape that holds the data is a magnetic layer com-
monly made of a ferromagnetic material. These ferr-
ous metal based magnetic compounds oxidize and
corrode (or rust) just like any other ferrous metal when
they are exposed to water or humidity. It doesn’t take
too much corrosion to ruin data. In addition to the
oxidation of the metallic surface, tapes can become
polished from excessive use. This is sometimes called



“shoe-shining”. Some organizations even suggest that
you don’t write on the backup tape labels with pencil
or ballpoint pens because the graphite or ink particles
can flake off and get into the machine transport me-
chanisms (it is suggested to use felt tip markers in-
stead). Additionally, there is that issue with getting a
magnetic backup tape close to some other magnet that
can erase all the data on an otherwise good backup
tape. Even CD or DVD discs have a shelf life and will
deteriorate with time. If your backup tape becomes
physically damaged, so also goes the data on that
backup.

Physical deterioration and data loss is a real risk
with traditional dental software backup processes.

3. “Off site” is my bedroom night-
stand

We all know that backup tapes should be taken
“off-site” just in case there is a fire in the building and
you lose both your computer and the backup tape.
This is true; however, there are some significant con-
siderations. First, let’s talk about legally protected per-
sonal health information that is bound by HIPAA
regulations, information that is burdened with the
responsibility of protection and the consequences of
loss or theft. Though putting a backup tape in a purse
and taking it home to get it “off-site” is helpful in one
way, it creates an incredible risk and liability another
way. You really don’t want that liability. Most judges
or jury’s would not consider a backup tape on the
night stand as reasonable protection for personal
health information. It’s best to treat this information
the way you would your bank access codes. In many
respects the government expects you to.

HIPAA security violations are a real risk with tra-
ditional dental software backup processes.

4.“I'min arush” (also known as, “I
forgot”)

Most office staff are anxious to get home at the
end of a day. And, it’s usually the end of the day that
the backup needs to be done. We all have good inten-
tions, and we all try to do what we’re asked to do.
However, when it’s your daughter’s birthday party or
your son’s basketball game on the line, sometimes the
more important personal priorities take first fiddle.
Again, we are all human and sometimes just want to

get done and move on. Backups take time and aren’t
necessarily fun and with the hustle and bustle in a
busy dental practice, just forgetting isn’t that uncom-
mon. If nobody starts the backup, then it can’t finish.

Human error is a real risk with traditional dental
software backup processes.

5. 1 need to backup the software too?

If one of your computers crash, or is stolen, or
some other event happens that requires your backup,
it’s all too common that you have the data, but not the
software to run it. Sure, you can get the original in-
stallation discs, and start to reinstall the software, con-
figure the computer, setup the default printers and
directory paths, and all that other stuff. You probably
remember that process from the first time you did it.
The reason you remember it is because it was such a
pain. Not only is it a pain, but it takes a lot of time,
time that would be better used treating patients and
generating revenue for your practice. The cost of hav-
ing only the data backed up is tremendous. Unfortu-
nately, backing up the whole software system, not just
the data, can take a lot of room on a disc or a tape.
Sometimes it takes more room than is available and as
a result you resort to just backing up the data. Not
only does it take a lot of room, but it takes a lot of
time and there is a temptation to skip it (see risk #4).
It is really frustrating when you have almost finished
the backup and the tape runs out of room (major
bummer). You really should “do it right” but most of
the time, quite frankly, dental offices don’t do it right.
They do it quick.

Incompleteness and the inability to restore your
office to working functionality is a real risk with tradi-
tional dental software backup processes.

There are other challenges and risks associated
with traditional backup processes for dental software,
but these give you a good idea of some of the more
common ones.

Fortunately, there is an alternative. Web-based
systems or cloud computing based dental software
systems take this entire burden and process of data
backup off the dental office to-do list. Data is backed
up continuously during the day, automatically without
anyone making a request. It is all backed up, the soft-
ware, the data, everything. And it’s all being put on




not just one, but three different locations. The data is Next time you plug in a backup tape, think to
off-site, out of state, and protected in a totally HI- yourself: Is this backup really good? Will it protect me
PAA secure environment. when my computer fails me? Web-based applications

offer the practice a better alternative.
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